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Graveney Trust is committed to 
 

 the protection of all personal and sensitive data for which it holds 

responsibility as the Data Controller 

 the requirement to handle such data in line with the data protection 

principles described in the General Data Protection Regulations (GDPR) 

and the Data Protection Act (DPA). 

 monitoring changes to data protection legislation and implementing these 

in order to remain compliant with all requirements. 

 ensuring that its staff are aware of data protection policies, legal 

requirements and providing them with adequate training and guidance 

 incorporating 'privacy by design' principles in its strategic planning processes 

so that data protection implications are considered as an integral part to the 

development and planning of all new school processes and systems 
 

The requirements of this policy are mandatory for all staff employed by the school and 

any third party contracted to provide services within the school. 

 
Legislation and guidance 

 
This policy meets the requirements of the:  

 UK General Data Protection Regulation (UK GDPR) – the EU GDPR was incorporated into 
UK legislation, with some amendments, by The Data Protection, Privacy and Electronic 
Communications (Amendments etc.) (EU Exit) Regulations 2020 

 Data Protection Act 2018 (DPA 2018) 

It is based on guidance published by the Information Commissioner’s Office (ICO) on the UK 
GDPR and guidance from the Department for Education (DfE) on Generative artificial intelligence 
in education. 

It meets the requirements of the Protection of Freedoms Act 2012 when referring to our use of 
biometric data. 

It also reflects the ICO’s guidance for the use of surveillance cameras and personal information. 

In addition, this policy complies with our funding agreement and articles of association. 

 
The Data Controller and Data Protection Officer  

 
The Deputy Chief Executive of Graveney Trust is the Data Controller for the Trust and its 

schools. The member of staff responsible for data protection for the Trust and its 
schools (the Data Protection Officer) is Ms Griffiths. 

 
Notification 

 
Our data processing activities are registered with the Information Commissioner's Office (ICO) 
as required of a recognised Data Controller. We are required to notify the ICO of any changes to 
the type of data processing activities being undertaken so that our details can be amended in 
the register 
 

Breaches of personal or sensitive data shall be notified immediately to the individual(s) 

concerned and the ICO. 

 

https://www.legislation.gov.uk/uksi/2020/1586/made
https://www.legislation.gov.uk/uksi/2020/1586/made
http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/
https://www.gov.uk/government/publications/generative-artificial-intelligence-in-education
https://www.gov.uk/government/publications/generative-artificial-intelligence-in-education
https://www.legislation.gov.uk/ukpga/2012/9/part/1/chapter/2
https://ico.org.uk/for-organisations/guide-to-data-protection/key-dp-themes/guidance-on-video-surveillance/
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Personal and Sensitive Data 

 
All data within the school's control shall be identified as personal, sensitive or both to 

ensure that it is handled in compliance with legal requirements and access to it does 

not breach the rights of the individuals to whom it relates. 

 
The definitions of personal and sensitive data shall be as those published by the ICO for 

guidance https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/personal-

information-what-is-it/what-is-personal-data/what-is-personal-data/ 
 

The principles of the Data Protection Act shall be applied to all data processed 

1. Processed fairly and lawfully 

2. Obtained only for lawful purposes, and is not further used in any manner incompatible with 
those original purposes 

3. Accurate and, where necessary, kept up to date 

4. Adequate, relevant and not excessive in relation to the purposes for which it is 

processed 

5. Not kept for longer than is necessary for those purposes 

6. Processed in accordance with the rights of data subjects under the DPA 

7. Protected by appropriate technical and organisational measures against 

unauthorised or unlawful processing and against accidental loss, destruction or 

damage 

8. Not transferred to a country or territory outside the European Economic Area 

unless that country or territory ensures an adequate level of protection of the 

personal information 

The data we hold 

 
The data we hold is used by authorised members of staff to support the legitimate 

interests of the schools and the Trust. Relevant parts of the data may be disclosed 

legitimately to authorised personnel within the Trust, to Wandsworth LA, to health 

advisers, social workers and other relevant agencies, to prospective employers and to 

the data subjects themselves. 

 
We send home a copy of the basic data held on our Management Information System 

(SIMS) every year to ensure accuracy. 

 

Fair Processing/ Privacy Notice 

 
We shall be transparent about the intended processing of data and communicate these 

intentions via notification to staff, parents and pupils prior to the processing of an 

individual's data. The Trust's privacy notices are attached as Annex 1 (pupils) and 

Annex 2 (staff). We are required to publish this information in a format that is suitable 

for younger pupils as well as for older pupils and their parents. Annex 1 contains a 

shortened statement suitable for younger pupils and a shortened statement for 

parents. 

 
The intention to share data relating to individuals to an organisation outside of our 

school shall be clearly defined within notifications and details of the basis for sharing 

given. Data will be shared with external parties in circumstances where it is a legal 

requirement to provide such information. 

 

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/personal-information-what-is-it/what-is-personal-data/what-is-personal-data/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/personal-information-what-is-it/what-is-personal-data/what-is-personal-data/
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Any proposed change to the processing of an individual's data shall first be notified to 

them. 

 

Data items relying on consent as the legal basis for processing 
 

There are a number of data items that require consent from the data subject at the 

point of initial collection of that data before processing can take place. These are 

described in the Privacy Notices attached as Annexes 1 and 2. 

 
The Trust will ensure that where data items require consent, that consent is freely 

given, specific, unambiguous and informed. Notices to data subjects seeking consent 

will be separated and distinct from other terms and conditions and will include 

information about how consent can later be withdrawn if required. 

 
Parents (and students where applicable) will be invited to check and update the core 

data that we hold on them, including data supplied with their consent, on an annual 

basis. Where consent is withheld or withdrawn, the relevant record will be set at 

'refused'. Paper copies of consent forms will be held on student's files. 

 
Whilst the age at which consent can be provided in the EU is currently 16, consultation 

is on-going in the UK regarding reducing this to 13. The Trust has decided that consent 

from parents will be required for all students, and that students will also be asked for 

their consent from 16 years of age. Consent from students in lower year groups will 

not be sought on the basis that the professional and administrative load associated with 

this will place an unreasonable burden on the Trust and its schools. Where there are 

conflicts in consent between parents and students efforts will be made to reach a 

consensus. Where this is not possible the Trust will decide on a case by case basis. 

 

Data Security 

 
In order to assure the protection of all data being processed and inform decisions on 

processing activities, we shall undertake regular assessments of the associated risks of 

proposed processing and equally the impact on an individual's privacy in holding data 

related to them. 

 
Security of data shall be achieved through the implementation of proportionate physical 

and technical measures. Nominated staff shall be responsible for the effectiveness of 

the controls implemented and reporting on their performance. 

 
The security arrangements of any organisation with which data is shared shall also be 

considered and these organisations shall provide evidence of the competence in the 

security of shared data. 

 

Breaches of data security are taken very seriously. Staff are aware that breaches and potential 
breaches should be reported to the Data Protection Officer (DPO). The DPO will report the 
breach on to the Information Commissioners Office where the breach could put at risk the rights 
and freedoms of an individual such as to cause, for example, discrimination, reputational or 
financial loss or any other significant social or economic disadvantage. For all breaches including 
those reportable to the ICO, the Data Protection Officer is responsible for taking appropriate 
action in relation to the member of staff responsible for or contributing to the breach. All breaches 
will be reported to the Board of Directors. 
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Individual's Rights 
 

The GDPR includes a number of rights for individuals and the way in which the Trust 

will fulfil these rights is as follows 

 
1. The right to be informed - the Trust will publish Privacy Notices on its website 

and ensure that there is a link on the websites of all its schools to these 

notices 

2. The right of access - see below 

3. The right of rectification - parents and staff are circulated annually with details of 

the basic data fields pertaining to their child or themselves and are invited to 

update these as necessary. The annual updates will include items for which 

consent is required and consent can be withdrawn through this process. Where 

there are updates, these are transmitted electronically, on the basis of the 

regular update cycle, to any third party providers. Paper copies are held on 

student's files. 

4. The right of erasure - this does not provide an absolute right of erasure, but the 

right for some data fields to be erased in some circumstances. Where a parent, 

pupil or member of staff requests the erasure of part or all of their record, this 

request will be considered in the context of the requirements of the GDPR. 

Where the request meets the thresholds required, erasure will be secured 

through the deletion of relevant electronic records, including with third party 

providers, and the secure disposal of either all of or elements of paper files as 

appropriate. Requests for erasure and the associated decision and action will 

be reported to the Board of Directors. 

5. The right to restrict processing - as above. 

6. The right to data portability- this right applies to data that is held electronically 

and will be fulfilled by the creation of an electronic file, either in CSV or XLS 

format, which can then be password protected and despatched to the data 

subject. Such requests will be met within one month. 

7. The right to object - whilst individuals have the right to object to their data 

being processed, provided the Trust can provide compelling and legitimate 

grounds for the processing that takes place which overrides the interests and 

freedoms of the individual, then there is no requirement to cease processing 

that subject's data. 

8. The right not to be the subject of automated decision making - the Trust does 

not currently use any automated decision making processes. 

 

Data Access Requests (Subject Access Requests) 

 
All individuals whose data is held by us, have a legal right to request access to such 

data or information about what is held. We shall respond to such requests within one 

month. All requests to be sent to Ms Griffiths (jgriffiths@graveney.wandsworth.sch.uk). 

Where it is necessary to refuse a subject access request (for example see below) then 

the reason for refusal will be communicated to the subject. 

 
Where a young pupil seeks to access his or her own records, we will try to establish 

whether the pupil understands the nature of the request before complying. If we are of 

the view that the pupil does not understand the implications of the request owing to 

youth or immaturity then we will not comply with such a request. A record of all 

mailto:jgriffiths@graveney.wandsworth.sch.uk
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requests and decisions is maintained and parents will be informed if such a request 

has been made and declined. 

 
The Trust and its staff are aware that subject access requests cover material existing 

on paper, within the school's management information systems and via email. Staff are 

regularly briefed on the need for care in their use of and means of storing email 

correspondence and further guidance on this important area is contained in other 

school policies. 
 

Photographs and Video 

 
An image of each pupil and each member of staff is obtained at the point of 

recruitment/enrolment and held on the school's management information system. This 

photograph is used for identification purposes only and is not shared with other third 

party providers or used for any purpose other than ID. 

 
Images of staff and pupils may also be captured as part of any school activity. However, 

these images will not be shared outside school unless explicit consent has been 

obtained by the pupil/parent/member of staff. 

 

Any photographs and videos taken by parents/carers at school events for their own personal use are 
not covered by data protection legislation. However, we will ask that photos or videos with other pupils 
are not shared publicly on social media for safeguarding reasons, unless all the relevant 
parents/carers (or pupils where appropriate) have agreed to this. 

Consent can be refused or withdrawn at any time. If consent is withdrawn, we will delete the 
photograph or video and not distribute it further. 

 

Biometric recognition systems 
 

Where we use pupils’ biometric data as part of an automated biometric recognition system (for 
example, pupils use algorithm derived from their finger print to receive school dinners instead of 
paying with cash we will comply with the requirements of the Protection of Freedoms Act 2012. 

Parents/carers will be notified before any biometric recognition system is put in place or before their 
child first takes part in it. The school will get written consent from at least 1 parent or carer before we 
take any biometric data from their child and first process it. 

Parents/carers and pupils have the right to choose not to use the school’s biometric system(s). We 
will provide alternative means of accessing the relevant services for those pupils. For example, pupils 
can be looked up by surname and year group. 

Parents/carers and pupils can withdraw consent, at any time, and we will make sure that any relevant 
data already captured is deleted. 

As required by law, if a pupil refuses to participate in, or continue to participate in, the processing of 
their biometric data, we will not process that data irrespective of any consent given by the pupil’s 
parent(s)/carer(s). 

Where staff members or other adults use the school’s biometric system(s), we will also obtain their 
consent before they first take part in it, and provide alternative means of accessing the relevant 
service if they object. Staff and other adults can also withdraw consent at any time, and the school will 
delete any relevant data already captured. 

 

CCTV 
 

We use CCTV in various locations around the school site to ensure it remains safe. We will follow the 
ICO’s guidance for the use of CCTV, and comply with data protection principles.  

https://www.legislation.gov.uk/ukpga/2012/9/section/26
https://ico.org.uk/for-organisations/guide-to-data-protection/key-dp-themes/guidance-on-video-surveillance/
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We do not need to ask individuals’ permission to use CCTV, but we make it clear where individuals 
are being recorded. Security cameras are clearly visible and accompanied by prominent signs 
explaining that CCTV is in use. Annex 4 provides further information about how we use CCTV.  

Any enquiries about the CCTV system should be directed to Cynthia Rickman 
(crickman@graveney.wandsworth.sch.uk). 

 

Artificial intelligence (AI) 
 

Artificial intelligence (AI) tools are now widespread and easy to access. Staff, pupils and 
parents/carers may be familiar with generative chatbots such as ChatGPT and Google Bard. 
Graveney Trust recognises that AI has many uses to help pupils learn, but also poses risks to 
sensitive and personal data. 

To ensure that personal and sensitive data remains secure, no one will be permitted to enter such 
data into unauthorised generative AI tools or chatbots. 

If personal and/or sensitive data is entered into an unauthorised generative AI tool, Graveney Trust 
will treat this as a data breach. 

 

Records Management and Document Retention and Disposal Schedule 
 

The Trust recognises that the secure disposal of redundant data is an integral element 

in complying with legal requirements and that this of itself presents an area of 

increased risk. 

 

Data will be held in accordance with the Record Management Policy and associated 

Retention Schedule which is attached as Annex 3. 

 
Data held in any form of media (paper, tape, electronic) shall only be passed to a 

disposal partner with demonstrable competence in providing secure disposal services. 

 
Disposal of IT assets holding data shall be in compliance with ICO guidance which 

includes the requirement to eradicate entirely all data from that equipment before 

disposal. 

Policy Monitoring and Review 

This policy will be reviewed annually by the Board of Directors. In undertaking this 

review the Board will consider the following 

 the log of subject access requests 

 the arrangements for seeking consent 

 statistics relating to the numbers of parents/pupils refusing consent for the variety of data 
fields where this right can be exercised 

 the general data protection risk assessment 

 reports on any data breaches 

 reports on requests for data rectification or deletion 
 

Links with other policies 
 

This data protection policy is linked to our: 

 Freedom of Information Policy 

 E-Safety Policy 

 Acceptable Use of ICTs Policy (Staff and Pupil) 

 IT Security Policy 

 Safeguarding and Child Protection Policy 

 Complaints Policy 
 

mailto:crickman@graveney.wandsworth.sch.uk
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Annex 1  

GRAVENEY TRUST- PRIVACY NOTICE 

Privacy Notice (How we use pupil information) 
 

The categories of pupil information that we collect, hold and share include: 

 

• Personal information (such as name, unique pupil number and address) 

• Characteristics (such as ethnicity, language, nationality, country of birth and free 

school meal eligibility) 

• Attendance information (such as sessions attended, number of absences and absence 

reasons) 

• Assessment information including both external examination results and the results 

of internal tests and assessments 

• Relevant medical information 

• Information about a pupil's special educational needs, 

• Information about pupils achievements as well as behavioural information 

including exclusions history 

• Post 16 learning information 

 
Why we collect and use this information 

 

    We use the pupil data enable us: 

 

• to support pupil learning and ensure that the education we provide is appropriate to 

the needs of our pupils 

• to monitor and report on pupil progress 

• to provide appropriate pastoral care and welfare services 

• to assess the quality of our services 

• to comply with the law regarding data sharing with statutory and other bodies 

 

The lawful basis on which we use this information 

 
We collect and use pupil information under Article 6 1 b of the EU General Data Protection 

Regulations which provides for data to be processed where this is necessary for the performance 

of a contract to which the pupil is a party (i.e. registered at school), and Article 6 1 c which 

requires the School/Trust to comply with a legal obligation to share information with the 

Department for Education (also a requirement of the Education Act 1996). 

 
Special category data is only processed where the explicit consent of the data subject (or their 

parent) has been given in accordance with Article 9 of the GDPR. The special categories that we 

seek to collect but which parents may refuse to provide are as follows; 
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Photographs used for any purposes other than identification 

Algorithm derived from finger print and held in such a way as to be recognisable only by school 
systems and that cannot be converted back to a biometric identifier 

Nationality  

Country of Birth  

Ethnicity 

First Language 

Whether the pupil’s parent(s) is in the Armed Services 

 
Where parents/pupils do not wish to declare the above data, the school will record each 

of these data categories as 'refused'. 

 
Only students over 16 will be given the opportunity to provide consent for themselves, in addition to 
consent being provided by their parents. Where there is disagreement between the two, the 
Trust/school will attempt to mediate and reach a consensus. Where no such consensus can be 
reached the consent (or refusal of consent) from the parent will be used for this purpose. 
 
Collecting pupil information 

 
Whilst the majority of pupil information you provide to us is mandatory, some of it is 

provided to us on a voluntary basis. In order to comply with the General Data Protection 

Regulation, we will inform you whether you are required to provide certain pupil 

information to us or if you have a choice in this. 

 
Storing pupil data 

 
We hold pupil data at least until they are 25 years old. 

 
Who we share pupil information with 

 
We routinely share pupil information with: 

 

• schools/colleges/other education institutions that the pupil attends after leaving us 

• our local authority and Youth and Careers Services Providers (see further below) 

• the Department for Education (DfE) 

 
When required, we also share information with: 

• the National Health Service including the school nursing service 

• other specialist health and welfare providers including but not limited to 

Education Psychology Service, Speech and Language service, CAMHS, 

Occupational Therapy Service and other organisations providing support of a 

health or welfare nature to our pupils 

 
We also share information with a number of third party providers who offer facilities and 

services to parents and pupils on behalf of the schools/Trust. Details can be found in 

Schedule 1 of this Annex. 

 

Why we share pupil information 

 
We do not share information about our pupils with anyone without consent unless the law and 

our policies allow us to do so. 
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We share pupils' data with the Department for Education (DfE) on a statutory basis. This 

data sharing underpins national school funding and education arrangements. 

 
We are required to share information about our pupils with the (DfE) under regulation 5 

of The Education (Information About Individual Pupils) (England) Regulations 2013. 

 
Youth support services 
Pupils aged 16+ 

Once our pupils reach the age of 13, we also pass pupil information to our local authority 

and/ or provider of youth support services as they have responsibilities in relation to the 

education or training of 13-19 year aids under section 507B of the Education Act 1996. 

This enables them to provide services as follows: 

 

• youth support services 

• careers advisers 

 
A parent or guardian can request that only their child's name, address and date of birth is 

passed to their local authority or provider of youth support services by informing us. This 

right is transferred to the child/ pupil once he/she reaches the age 16. 

 
Pupils aged 16+ 

We will also share certain information about pupils aged 16+ with our local authority 

and/ or provider of youth support services as they have responsibilities in relation to 

the education or training of 13-19 year olds under section 507B of the Education Act 

1996. 

This enables them to provide services as follows: 

• post-16 education and training providers 

• youth support services 

• careers advisers 

For more information about services for young people, please visit our local authority website. 
 

The National Pupil Database (NPD) 

 
The NPD is owned and managed by the Department for Education and contains information 

about pupils in schools in England. It provides invaluable evidence on educational 

performance to inform independent research, as well as studies commissioned by the 

Department. It is held in electronic format for statistical purposes. This information is 

securely collected from a range of sources including schools, local authorities and 

awarding bodies. 

 

We are required by law, to provide information about our pupils to the DfE as part of 

statutory data collections such as the school census and early years' census. Some of this 

information is then stored in the NPD. The law that allows this is the Education (Information 

About Individual Pupils) (England) Regulations 2013. 

 

To find out more about the NPD, go to; 

https://www.find-npd-data.education.gov.uk/ 

 

For information about which organisations the department has provided pupil information, (and for 
which project), please visit the following website:  
https://www.gov.uk/guidance/data-protection-how-we-collect-and-share-research-data 

 

https://www.find-npd-data.education.gov.uk/
https://www.gov.uk/guidance/data-protection-how-we-collect-and-share-research-data
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To contact DfE: https://www.gov.uk/contact-dfe 

 
Requesting access to your personal data 
 

Under data protection legislation, parents and pupils have the right to request access to information 
about them that we hold. To make a request for your personal information, or be given access to 
your child's educational record, contact Ms Griffiths, Data Protection Officer for the Graveney Trust 
(jgriffiths@graveney.wandsworth.sch.uk). 

 
You also have the right to: 

 

• object to processing of personal data that is likely to cause, or is causing, damage or distress 

• prevent processing for the purpose of direct marketing 

• object to decisions being taken by automated means 

• in certain circumstances, have inaccurate personal data rectified, blocked, 

erased or destroyed; and 

• claim compensation for damages caused by a breach of the Data Protection regulations 

 

If you have a concern about the way we are collecting or using your personal data, we 

request that you raise your concern with us in the first instance. Alternatively, you can 

contact the Information Commissioner's Office at https://ico.org.uk/your-data-matters/raising-

concerns/ 

 

Contact 

If you would like to discuss anything in this privacy notice, please contact: Ms Griffiths, Data 

Protection Officer for the Graveney Trust (jgriffiths@graveney.wandsworth.sch.uk). 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.gov.uk/contact-dfe
https://ico.org.uk/your-data-matters/raising-concerns/
https://ico.org.uk/your-data-matters/raising-concerns/
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Schedule 1 
 
 
INFORMATION SHARED WITH THIRD PARTY PROVIDERS 

 
 

We share information with a number of third party providers who offer on-line services and 
facilities to pupils and parents that we cannot offer ourselves through our existing systems.  
The providers we currently use include the following: 

 

• SIMS (shortly to be Arbor) – this is our main management information 
system on which personal details of staff, students and parents are stored.  
 

• Iris Reach - this provides the capacity to text and email parents 
about important matters such as their child's attendance as well as school 
news and other updates. The information shared is limited to names, 
addresses, contact details (phone and email) 
 

• Evolve - this system is the framework through which we manage our 

school journeys and visits. The information shared is as above, but will 

also include, where applicable, medical information and information about a 

child's special educational needs where this may have an implication for 

the planning of the journey. 

 

• Parentpay- this system enables parents to pay for school trips, 

school meals, text books and other items on line. The information shared is 

limited to parents name and email address and pupil name. All other data 

is provided directly by the parent. 

 

• London Grid for Learning, and other on-line learning resources, e.g. 

Google Classrooms, Kerboodle, Pearson ActiveLearn etc. - these systems 

require us to share pupil's email addresses or other unique pupil identifier 

(numeric) in order to generate individual passwords and logons. 

 
Information obtained on the basis of 'consent' will not be shared with third party providers 

unless further consent for this processing has been obtained. 

 

We reserve the right to extend this list as and when necessary to ensure the efficient delivery 

of services to parents and pupils and will update this document accordingly on an annual basis 
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GRAVENEY TRUST 

SUMMARY PRIVACY NOTICE (FOR PUPILS) 
 

Privacy Notice (How we use pupil information) 

The categories of pupil information that we collect, hold and share include: 

 

• Personal information (such as name, unique pupil number and address) 

• Characteristics (such as ethnicity, language, nationality, country of birth and 

free school meal eligibility) 

• Attendance information (such as sessions attended, number of absences and 

absence reasons) 

• Assessment information including both external examination results and the 

results of internal tests and assessments 

• Relevant medical information 

• Information about a pupil's special educational needs, 

• Information about pupils achievements as well as behavioural information 

including exclusions history 

• Post 16 learning information 

 
Why we collect and use this information 

 
Holding this information about you means we can: 

 

• Support your learning and make sure that the education we provide is appropriate 

to your needs 

• Keep an eye on your progress and let your parents know how you are getting on 

• Provide you with appropriate pastoral care and welfare services 

• Fulfil our legal obligation to provide information about you to the government 

and other agencies 

 
The lawful basis on which we use this information 

 
We are allowed to hold and process your data because you attend our school, which is 

paid for by the government, and so we have to tell the government certain things about 

you. Some of the information we may hold about you can only be held and processed with 

your consent. These are as follows: 

 
An algorithm derived from your finger print and held in such a way as to be recognisable 

only by school systems and that cannot be converted back to a biometric identifier - we 

hold this information so you can use the cashless catering system in the kitchen. 

 

Your nationality, country of birth, ethnicity, first language and whether one of your 

parents is in the Armed Services - the government asks us to collect this information 



14 

 

and share it with them, but cannot make you do so. It is your choice if you are over 16, 

and your parents choice if you are under 16. 

 

Your photograph, if we plan to use it for any purpose other than identification. 

 

If you are in Years 7 - 11, your parents are responsible for providing consent on your behalf. 

They can change their mind about whether or not they want us to hold this information 

about you. They can do this by contacting Ms Griffiths, who is the Data Controller for 

Graveney Trust. 

 
If you are Year 12 or 13, you will be invited to give your consent as well as your parents. If 

you disagree with your parents, we will mediate to try and help you reach an agreement. 

If you continue to disagree, your parents' consent (or withdrawal of consent) will be 

used by the Trust/school. 

 

Storing pupil data 

 

We will keep your data until you are 25 years old. 

 
Who we share pupil information with 

 
We will share you information with any school that you move to and the college or 

university you go to. We will also share it with the Local Authority Youth and Careers 

Services, the Department for Education, the National Health Service and other specialist 

health and welfare services if necessary. 

 
We will also share basic information with other providers, for example, companies that we 

buy on- line learning resources for you from and who therefore need your contact details so 

they can set you up with a log-on and password. 

 
Requesting access to your personal data 

You can ask to see the information we hold on our records about you. To do this you can 

contact Ms Griffiths, Data Protection Officer for the Graveney Trust 

(jgriffiths@graveney.wandsworth.sch.uk) 

 

Concerns and complaints 

 
If you have a concern about the way we are collecting or using your personal data, we 

request that you raise your concern with us in the first instance (see above). Alternatively, you 

can contact the Information Commissioner's Office at https://ico.org.uk/your-data-

matters/raising-concerns/ 

 
Contact 

If you would like to discuss anything in this privacy notice, please contact: Ms Griffiths, Data 

Protection Officer for the Graveney Trust (jgriffiths@graveney.wandsworth.sch.uk). 

 
 
 
 
 
 
 

 

mailto:jgriffiths@graveney.wandsworth.sch.uk
https://ico.org.uk/your-data-matters/raising-concerns/
https://ico.org.uk/your-data-matters/raising-concerns/
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GRAVENEY TRUST 

SUMMARY PRIVACY NOTICE (FOR PARENTS) 

Privacy Notice (How we use pupil information) 
 

The categories of pupil information that we collect, hold and share include: 

 
• Personal information (such as name, unique pupil number and address) 

• Characteristics (such as ethnicity, language, nationality, country of birth and 

free school meal eligibility) 

• Attendance information (such as sessions attended, number of absences and 

absence reasons) 

• Assessment information including both external examination results and the 

results of internal tests and assessments 

• Relevant medical information 

• Information about a pupil's special educational needs, 

• Information about pupils achievements as well as behavioural information 

including exclusions history 

• Post 16 learning information 
 

Why we collect and use this information 

 

Holding this information about your child means we can: 

 

• Support your child's learning and make sure that the education we provide is 

appropriate to their needs 

• Keep an eye on your child's progress and let you know how they are getting on 

• Provide your child with appropriate pastoral care and welfare services 

• Fulfil our legal obligation to provide information about your child to the 

government and other agencies 

 
The lawful basis on which we use this information 

 
We are allowed to hold and process your child's data because our child attends our school, 

which is paid for by the government, and so we have to tell the government certain things 

about your child. Some of the information we may hold about your child can only be held 

and processed with your consent. These items are as follows: 

 
An algorithm derived from your child's finger print and held in such a way as to be 

recognisable only by school systems and that cannot be converted back to a biometric 

identifier - we hold this information so your child can use the cashless catering system in 

the kitchen 

 

Your child's nationality, country of birth, ethnicity, first language, whether your child 

would be the first of your immediate family to attend university should they do so and 

whether one of your parents is in the Armed Services -the government asks us to 

collect this information and share it with them, but cannot make you provide it. 
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Your child's photograph, if we plan to take photographs of activities including your child 

at school or on school trips and use these for publicity purposes. 

 
You can change your mind about whether or not you want us to hold this information. To 

change your mind and either give or retract your consent to our use of the above, you can 

contact Ms Griffiths, who is the Data Controller for Graveney Trust. 

 
If your child is in Year 12 or 13, we will invite them to provide their consent as well as asking 

you. If you disagree with your child, we will try to mediate so that you can reach a 

consensus. If we are unable to do this, your consent (or withholding of consent) will be 

used for this purpose. 

 
Storing pupil data 

 
We will keep your child's data at least until they are 25 years old. 

 
Who we share pupil information with 

 
We will share your child's information with any school that your child moves to and the college 

or university they go on to. We will also share it with the Local Authority Youth and Careers 

Services, the Department for Education, the National Health Service and other specialist 

health and welfare services if necessary. 

 
We will also share basic information with other providers, for example, companies that we 

buy on- line learning resources for your child from and who therefore need their contact 

details so they can set them up with a log-on and password. 

 

Requesting access to personal data 

 
You can ask to see the information we hold on our records about your child. To do this you 

can contact Ms Griffiths, Data Protection Officer for the Graveney Trust 

(jgriffiths@graveney.wandsworth.sch.uk) 

 
Concerns and complaints 

 
If you have a concern about the way we are collecting or using your personal data, we 

request that you raise your concern with us in the first instance (see above). Alternatively, 

you can contact the Information Commissioner's Office at https://ico.org.uk/your-data-

matters/raising-concerns/ 

 
Contact 

If you would like to discuss anything in this privacy notice, please contact: Ms Griffiths, Data 

Protection Officer for the Graveney Trust (jgriffiths@graveney.wandsworth.sch.uk). 

 

 

 

 

 

 

 

 

https://ico.org.uk/your-data-matters/raising-concerns/
https://ico.org.uk/your-data-matters/raising-concerns/
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Annex 2 

  

GRAVENEY TRUST- PRIVACY NOTICE 

 

Privacy Notice (How we use school workforce information) 

The categories of school workforce information that we collect, process, hold and share 

include: 

• personal information (such as name, address, employee or teacher number, 

national insurance number, next of kin and medical information where relevant and 

a photograph for ID purposes) 

• special categories of data including characteristics information such as gender, age, 

ethnic group, disability 

• contract information (such as start dates, hours worked, post, roles and salary 

information) 

• work absence information (such as number of absences and reasons) 

• qualifications (and, where relevant, subjects taught) 

•  
Why we collect and use this information 

We use school workforce data to: 
 

• enable the development of a comprehensive picture of the workforce and how it is 

deployed 

• inform the development of recruitment and retention policies 

• enable individuals to be paid 

 

The basis on which we process this information lawful  

We collect and use pupil information under Article 6 1 b of the EU General Data Protection 

Regulations which provides for data to be processed where this is necessary for the 

performance of a contract to which the member of staff is a party, and Article 6 1 c which 

requires the School/Trust to comply with a legal obligation to share information with the 

Department for Education. 

 
Special category data is only processed with the explicit consent of the data subject which 

has been given in accordance with (Article 9 of the GDPR) - see further below. 

 
Where staff/potential staff do not wish to declare the above data, the school will record each of 
these data categories as 'refused' 
 

Collecting this information 
 

Whilst the majority of information you provide to us is mandatory, some of it is provided to 

us on a voluntary basis. In order to comply with data protection legislation, we will inform 

you whether you are required to provide certain school workforce information to us or if you 

have a choice in this. The special categories that we seek to collect but which staff may refuse 

to provide are as follows: 

 
Photograph for identification purposes 

Algorithm derived from finger print and held in such a way as to be recognisable 

only by school systems and that cannot be converted back to a biometric identifier  

Nationality 

Country of Birth 
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Ethnicity 

 

Storing this information 

We hold school workforce data for a period of 6 years running from the date of termination 

of the appointment. 

Who we share this information with 

We routinely share this information with the Department for Education (DfE) and, for 

schools managed and run by the Graveney Trust, with the Trust Headquarters which 

bears full employer responsibility for all staff in its schools. 

Why we share school workforce information 

We do not share information about workforce members with anyone without consent 
unless the law and our policies allow us to do so. 

 
Local authority 

We are required to share information about our workforce members with our local 

authority (LA) under section 5 of the Education (Supply of Information about the 
School Workforce) (England) Regulations 2007 and amendments. 

 

Department for Education (DfE) 

We share personal data with the Department for Education (DfE) on a statutory basis. 

This data sharing underpins workforce policy monitoring, evaluation, and links to school 

funding / expenditure and the assessment educational attainment. 

 

Data collection requirements 

The DfE collects and processes personal data relating to those employed by schools 

(including Multi Academy Trusts) and local authorities that work in state funded schools 

(including all maintained schools, all academies and free schools and all special schools 

including Pupil Referral Units and Alternative Provision). All state funded schools are 

required to make a census submission because it is a statutory return under sections 113 

and 114 of the Education Act 2005 

 
To find out more about the data collection requirements placed on us by the Department 

for Education including the data that we share with them, go to 

https://www.gov.uk/education/data-collection-and-censuses-for-schools 

 

The department may share information about school employees with third parties who promote 
the education or well-being of children or the effective deployment of school staff in England by: 

 

• conducting research or analysis 

• producing statistics 

• providing information, advice or guidance 

 

The department has robust processes in place to ensure that the confidentiality of personal data is 
maintained and there are stringent controls in place regarding access to it and its use. Decisions on 
whether DfE releases personal data to third parties are subject to a strict approval process and 
based on a detailed assessment of: 

 

• who is requesting the data 

• the purpose for which it is required 

• the level and sensitivity of data requested; and 

• the arrangements in place to securely store and handle the data 

 

https://www.gov.uk/education/data-collection-and-censuses-for-schools
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To be granted access to school workforce information, organisations must comply with its 

strict terms and conditions covering the confidentiality and handling of the data, security 
arrangements and retention and use of the data. 

 
For more information about the department's data sharing process, please visit 
https://www.gov.uk/guidance/data-protection-how-we-collect-and-share-
research-data 

 
To contact the department: https://www.gov.uk/contact-dfe 
 

Requesting access to your personal data 

Under data protection legislation, you have the right to request access to information about 

you that we hold. To make a request for your personal information, contact Ms Griffiths, the 

Trust's Data Protection Officer at jgriffiths@graveney.wandsworth.sch.uk 

 
You also have the right to: 

 

• object to processing of personal data that is likely to cause, or is causing, damage 

or distress 

• prevent processing for the purpose of direct marketing 

• object to decisions being taken by automated means 

• in certain circumstances, have inaccurate personal data rectified, blocked, erased 

or destroyed; and 

• claim compensation for damages caused by a breach of the Data Protection 

regulations 

 
If you have a concern about the way we are collecting or using your personal data, we ask 

that you raise your concern with us in the first instance. Alternatively, you can contact the 

Information Commissioner's Office at https://ico.org.uk/your-data-matters/raising-concerns/ 

 

Further information 

If you would like to discuss anything in this privacy notice, please contact: Ms Griffiths, the Trust's 
Data Protection Officer at jgriffiths@graveney.wandsworth.sch.uk 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.gov.uk/guidance/data-protection-how-we-collect-and-share-research-data
https://www.gov.uk/guidance/data-protection-how-we-collect-and-share-research-data
https://www.gov.uk/contact-dfe
mailto:jgriffiths@graveney.wandsworth.sch.uk
https://ico.org.uk/your-data-matters/raising-concerns/
mailto:jgriffiths@graveney.wandsworth.sch.uk
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Annex 3  

RECORD MANAGEMENT PROCEDURES AND GUIDANCE 

 

CONTENTS 

 

1. The need for records management 
 

2. Things to consider when creating records 

 

1. Is the record complete and accurate? 

2. Is the record relevant? 

3. Are personal comments justifiable? 

4. Have agendas and minutes taken account of Fol? 

 

3. Things to consider when holding/keeping records 

 

1. Maintain a clear distinction between your personal files and departmental files 

2. Organise your records according to a filing scheme which reflects 

your business functions and activities 

3. Don't keep records for longer than necessary - but destroy them in an orderly way 

4. Keep records secure 

5. Contact the Information Data Protection Officer if you need assistance 

 

 

1. The need for records management 

 

In order for Graveney Trust to meet its obligations under the Data Protection Act 

(GDPR) and the Freedom of Information Act, it is essential that we manage our records 

effectively. The reasons for this are not difficult to understand: 

 
• We have to be able to find information when it's requested. If it 

subsequently emerges that we held the information but failed to release it 

because we were unable to locate the relevant records that will be both 

embarrassing and, strictly speaking, a breach of the legislation. 

• Information should not be kept for longer than necessary. The Freedom of 

Information Act applies to old and defunct records as well as current 

information. Keeping records for longer than necessary therefore increases 

the Trust's liability under Fol. 

 

Good records management is also essential for business efficiency, and to meet the 

requirements of other legislation. For example, the Data Protection Act lays down strict 

rules on how information about living individuals should be managed: personal data 

must be kept secure and up-to-date, and must not be retained for longer than is 

required by the purpose for which the data was gathered (for further information on the 

Data Protection Act, see the Trust's Data Protection Policy). The Trust's effectiveness 

will be impeded if we are unable to find vital information, if information is duplicated 

unnecessarily, or if records are retained in filing cabinets and storage areas beyond 

their useful life span. 
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2. Things to consider when creating records 

 
Remember, above all, that: 

 
• The information you record could be requested under the Freedom of 

Information Act. If no valid limit or exemption applies, it will have to be 

released. 

• If the information relates to an individual, that person may gain access to it 

under the Data Protection Act. 

• Details could be released many years later, at a time when you won't be 

available to explain why things were done the way they were. 

• Release of information which shows the Trust's employees making 

inappropriate comments will be embarrassing, and could result in legal action. 

 
Record creation needs to be carried out responsibly, and with a view to the possibility 

that the information may eventually pass into the public domain. This section gives 

guidance on some questions relating to the creation of records that raise particular 

concerns. 

  
2.1  ls the record complete and accurate? 

 
Records need to present a complete picture of the events, decisions or actions which 

they document. If the information is incomplete, it may be difficult to understand when 

or why something happened, how a decision was made, or the chain of events leading 

up to an action. This not only reduces the effectiveness of the record - it could also lead 

to confusion, suspicion or unjustified allegations if the information has to be released. 

It's therefore important that files and other records should contain all of the information 

which is relevant for the purpose for which the record was created. 

 

Emails can be a particular problem, as it can tempting to treat them as ephemeral and 
to fail to save them or print them out. Emails are as much a form of correspondence 
as letters or memoranda; some are ephemeral, but others may be used to make vitally 
important decisions. Relevant emails either need to be preserved alongside the other 
electronic documents relating to a particular subject, or printed out and added to the 
file if you keep records primarily in paper form 

 
2.2  Is the record relevant? 

Completeness and relevance are opposite sides of the same coin. Records should 

contain no more than the information which is necessary for the purpose for which the 

record was created. Extraneous information should not be added. Files tend to stray 

from their subject matter over time; to avoid this, create a new file rather than adding 

papers to a file to which they are not directly related. Files should be created for a 

clear, specific topic, and information only added which relates to that topic. 

As a general rule, only the final form of a document should be retained on file - draft 

documents should be destroyed once the final document has been approved. Keeping 

drafts can cause confusion, particularly if it is not clear what is the draft and what is 

the final form. The only exception to this is drafts relating to major policy decisions or 
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major projects, where there may subsequently be a need to trace significant changes 

in approach. 

 

 

 
2.3   Are personal comments justifiable? 

 
Care should always be taken when expressing personal opinions in documents, 

particularly opinions about other individuals. Expressions of opinion about an individual 

and of intentions towards them are personal data, and may have to be disclosed to that 

person under the Data Protection Act. The following are some points that you should 

consider before including your personal views in a letter, email or other communication: 

 
• Make sure that your comments are relevant. For example, if a request for a 

reference asks you to answer certain questions, do not volunteer opinions or 

views that go beyond those questions. Do not express opinions just for their own 

sake. 

• Keep a clear distinction between matters of fact and opinions - do not 

express opinions as if they were facts. "I believe that he is a good employee" is 

clearly an opinion, but "he is a good employee" is a statement of fact. 

• Do not express opinions which you cannot defend on the basis of 

evidence or facts. If challenged, you should be prepared to produce 

something to demonstrate the validity of your opinion. 

• Do not express opinions about areas which you are not qualified to speak about, 

or about which you do not have all the facts. 

• If you find yourself writing something in anger - stop and reflect. Hasty 

responses sent in anger can be a particular problem with emails. Remember 

that defamatory comments made in an email are just as embarrassing and 

actionable as comments made in a letter. 

• Insulting and derogatory comments, and personal attacks on individuals 

or groups are unacceptable in any context - and may lead to disciplinary 

action. Such comments are likely to contravene other Trust policies and 

codes of conduct, and will not be tolerated. 

References will typically contain opinions about the individual who is the subject of 

the reference. While this is usually a necessary part of the process of writing a 

reference, the above points should be borne in mind. Staff who are asked to write 

references should seek advice from a member of SLT before submitting a reference 

and all references must be copied to the Personnel Department to be retained on the 

individual's file. 

 

2.4  Have agendas and minutes taken account of Fol? 

This section refers to meetings at Governor and Director level. It does not apply to 

internal meetings in the Trust's schools such as department meetings, management 

meetings, team meetings etc. 

Agendas and minutes can potentially be the subject of requests under the Freedom 

of Information Act or the Data Protection Act. Since much committee business is 

routine and non-contentious, it is in the Trust's interests to publish agendas and 

minutes as far as possible, to reduce the likelihood of information being requested. 
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Agendas and minutes are often divided into "open" and "reserved" items, based on 

sensitivity. This can be a very useful way of helping the Trust to meet its obligations 

under information rights legislation.  

 

 

 

In particular: 

 
• "Open" items should cover non-sensitive information which would be released if 

it was the subject of a Freedom of Information request. This will ensure that, if 

a request is made by a member of the public (for example a parent) to view an 

agenda or minutes, the request can be responded to quickly and easily. 

• "Reserved" items should cover information which would usually be exempt 

under the Freedom of Information Act. This information will not be publicly 

available. Reserved agendas and minutes can still be requested under Fol, but 

are less likely to be released (and requests will be dealt with on a case by case 

basis). 

 

3.  Things to consider when holding/keeping records 

 
This section provides some common sense advice on record keeping issues that, if 

followed, will help the Trust and its institutions to meet its obligations under 

information legislation. 

 
3.1  Maintain a clear distinction between your personal files and departmental files 

 
Everyone keeps their own personal files, and there's nothing wrong with that 

provided you aren't filing away information which your colleagues may also need to 

access. Keeping 'group' information in personal files presents a number of problems: 

 
• Your colleagues are less likely to be aware of the existence of the information 

or to benefit from it. 

• It will be harder for others to carry on your work or answer information 

requests when you are away. 

• Personal filing systems encourage duplication (everyone keeps copies of the 

same thing), and hence inefficiency. 

 

Personal files should be primarily reference material and 'works in progress' (e.g. 

drafts). As a general rule of thumb, if the file relates to something which other people 

may need to know about, keep it in a common filing system which you share with 

other people in your department rather than with your own papers. 

 

3.2    Organise your records according to a filing scheme which reflects your 

business functions and activities 

Bear in mind that others may need to access your files from time to time to retrieve 

information for a range of reasons. Your files should therefore be labelled clearly and 

kept in good order. 

 
3.3  Don't keep records for longer than necessary - but destroy them in an orderly way 
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Keeping information for longer than it's required increases the Trust's liability to 

Freedom of Information requests, and will be contrary to the Data Protection Act if the 

information is personal data. At the same time, in order to avoid allegations of 

improper destruction or "covering up", it is important that records are destroyed 

according to established procedures rather than on an ad hoe basis. This will also ensure 

that records which do have long-term or even historical value are preserved and not 

destroyed by mistake. 

 

A top-level document retention schedule is included as part of this policy which covers 

the Trust's major types of record. The schedule specifies how long classes of records 

should be kept, and what happens at the end of the record's retention period. 

 

3.4  Keep records secure 

 
Records which may contain sensitive or confidential information need to be 

protected from unauthorised access. This is particularly important where the 

information consists of personal data about individuals, as the Data Protection Act 

requires us to protect personal data against unauthorised access or accidental loss or 

destruction. 

Staff are advised to consult the section in the Trust's Data Protection Policy which 

provides guidance on how to how to keep paper and electronic information secure to 

meet the requirements of Data Protection. The same general principles can be 

applied to other types of sensitive records. Further guidance about the security of 

electronic information is also provided in the Trust's IT Policies and Procedures. 

 
3.5 Contact the Data Protection Officer if you need assistance 

The Data Protection Officer is responsible for information compliance and can provide 

advice and assistance on records management issues, and on the Trust's obligations 

under Freedom of Information and Data Protection legislation. The Data Protection 

Officer is currently Ms Griffiths, who can be contacted by email on 

jgriffiths@graveney.wandswort h.sch.uk. 

 
 
 
 
 
 
 
 
 
 

mailto:jgriffiths@graveney.wandswort%20h.sch.uk.
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GRAVENEY TRUST 

 
DOCUMENT RETENTION SCHEDULE 

 
 

1. LEADERSHIP AND GOVERNANCE 
 

FILE FILE DESCRIPTION DATA 

PROTECTION 
ISSUE 

STATUTORY 

PROVISION 

MINIMUM RETENTION PERIOD DISPOSAL 
METHOD 

1.1 Agendas and minutes Confidential 
items relating to 

staff/pupils 

 Master copy - minimum 10 years Secure 
disposal of 

other copies 

1.2 Papers presented to Governing 
Bodies/Board of Directors 

As above  As above As above 

1.3 Instruments of Government/articles of 
association 

No  Permanent N/A 

1.4 Policy documents created and 
administered by Governors/Directors 

No  Life of the Policy+3 years Ordinary 
disposal 

1.5 Records of complaints to the 
Governors/Directors 

Yes  Date of complaint resolution plus 6 years, 
then review for potentially contentious 
complaints 

Secure 
disposal 

1.6 Proposals for any change of status No  Date proposal accepted or declined + 3 
years 

Secure 
disposal 

1.7 Records, log books and reports 
prepared by SLT that relate to 
individual pupils or staff 

Yes  Pupil and staff files should always hold 
principal copies. Local copies held for 3 
years 1then destroyed. 

Secure 
disposal 

1.8 Records, log books, correspondence 
and reports prepared by SLT that 
don't relate to individual pupils or staff 

No  Date of completion/last entry plus 3 years Secure 
disposal 
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2. PUPILS AND STUDENTS  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

FILE FILE DESCRIPTION DATA 
PROTECTION 

ISSUE 

STATUTORY 
PROVISION 

MINIMUM RETENTION PERIOD DISPOSAL 
METHOD 

2. 1 Admissions Policy No Admissions Code, 

Statutory admissions 

Guidance 

Life of the policy + 3 years then review Disposal 

2.2 Register of admissions Yes School Attendance: 

guidance from DfE 

Permanent  

2.3 Pupils educational record (primary) Yes Education (Pupil 

Information) (England) 

Regulations 

Retain until child leaves school Transfer to 

receiving 

school. 

2.4 Pupils educational record (secondary) 
N B Pupils primary school file will be 
disposed of, securely, when the 
complete their secondary education. 

Yes Education (Pupil 

Information) (England) 

Regulations 

DOB of the pupil+ 25 years Secure 

Disposal 

2.5 Examination/assessment results Yes  Part of pupil file - see above See above 

2.4 Child protection and other sensitive 
information including medical/health 
information held on pupil file 

Yes Keeping Children Safe 

in Education 

As per primary and secondary file life Secure 

disposal 

2.5 Child protection information held in 
separate files 

Yes Keeping Children Safe 

in Education 

DOB of pupil+ 25 years - principal copy 
retained by the LA Social Services. 

Secure 

disposal 

2.6 Attendance registers Yes School attendance: DfE 

advice October 2014 

Date of last entry plus 3 years(min - in 
practice may be retained until pupil file is 
due for disposal) 

Secure 

disposal 

2.7 Correspondence relating to absences Yes Education Act I 996 

Section 7 

Current academic year plus 2 years (min - 
in practice may be retained until pupil file is 
due for disposal) 

Secure 

disposal 

2.8 Special Educational Needs files, 
Statements, EHCPs, reviews, IEPs, 
advice and information provided to 
parents, individual accessibility 
strategies etc. 

Yes Limitation Act 1980 

Section 2 

DOB plus 25 years min, may be kept 
longer to allow defence against 'failure to 
provide a sufficient education' case 

Secure 

disposal 

2.9 Pupil's work No  Current year plus 1 Disposal 
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3. HUMAN RESOURCES  
 

FILE FILE DESCRIPTION DATA 
PROTECTION 

ISSUE 

STATUTORY 
PROVISION 

MINIMUM RETENTION PERIOD DISPOSAL 
METHOD 

3.1 All records pertaining to the appointment 
of a new Headteacher 

Yes  Date of appointment plus 6 years Secure Disposal 

3.2 All records leading up to the 
appointment of a new member of staff - 
unsuccessful candidates 

Yes  Date of appointment of successful candidate plus 
6 months 

Secure disposal 

3.3 All records leading up to the appointment 
of a new member of staff -successful 
candidates 

Yes  All relevant info to personal file, all other 
information date of appointment plus 6 months 

Secure disposal 

3.4 Pre-employment vetting - DBS No DBS Update Service 
Employer Guide 2014, 

Keeping Children Safe in 
Education 

No requirement to retain. If records are retained, 
they must be destroyed within 6 months. 

Secure disposal 

3.5 Proofs of identity Yes  If copies are retained, they can only be retained 
as part of the personal file. 

Secure disposal 

3.6 Pre-employment vetting- evidence of 
right to work in the UK 

Yes Employers guide to right 
to work checks 2015 

Documents should be added to personal file- if 
retained separately should be destroyed on 
termination of employment date plus 2 years. 

Secure disposal 

3.7 Staff personal file Yes Limitation Act 1980 
Section 2 

Termination of employment plus 6 years Secure disposal 

3.8 Timesheets Yes  Current year plus 6 Secure disposal 

3.9 Annual appraisal/assessment records Yes  Current year plus 6 Secure disposal 

3.10 Allegations against staff of a child 
protection nature including unfounded 
allegations 

Yes Keeping Children Safe in 
Education 

Until the persons normal retirement age or I0 
years from the date of the allegation, whichever is 
the longer then review. 
NB Allegations that are found to be malicious 
should be removed from personnel files. 

Secure disposal. 

3.11 Disciplinary proceedings (warnings) Yes  Warnings in accordance with disciplinary 
procedure - will involve weeding documents from 
files. 

Secure disposal. 

3.12 All other paperwork relating to 
disciplinary or grievance matters 

Yes  Held in personal file, termination of employment 
plus 6 years. Local copies retained for I year 
only. 

Secure disposal. 
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4. HEALTH AND SAFETY  
 

FILE FILE DESCRIPTION DATA 
PROTECTION 

ISSUE 

STATUTORY 
PROVISION 

MINIMUM RETENTION PERIOD DISPOSAL 
METHOD 

4.1 Health and Safety Policy statements No  Life of Policy plus 3 years Disposal 

4.2 Health and Safety Risk assessments No, unless 
relating to an 

individual 

 Life of risk assessment plus 3 years Disposal, or if 
related to an 
individual, 
added to 

personal file 

4.3 Accident and injury records and reports Yes Social Security (Claims 
and Payments) 

Regulations 1979, Social 
Security 

Administration Act 1992, 
Limitation Act 1980 

Date of incident plus 6 years for minor injuries, 
permanent record for reportable injuries 

Secure disposal 
(minor injuries) 

4.4 COSHH Records No COSHH Regulations 
2002 

Current year plus 40 years Secure disposal 

4.5 Asbestos monitoring reports No Control of Asbestos at 
Work Regs 2012 

Last action plus 40 years Secure disposal 

4.6 Radiation monitoring reports No  Last action plus 50 years Secure disposal 

4.7 Fire log books No  Current year plus 6 Disposal 

 
5. EXTRA CURRICULUM ACTIVITIES  
 

FILE FILE DESCRIPTION DATA 
PROTECTION 

ISSUE 

STATUTORY 
PROVISION 

MINIMUM RETENTION PERIOD DISPOSAL 
METHOD 

5.1 School visit and journey records No Outdoor Education 
Advisers' Panel National 

Guidance 

  Date of visit plus 14 years (primary) 
  Date of visit plus 10 years(secondary) 

Secure disposal 

5.2 Parental consent forms where there has 
been no major incident 

Yes  Conclusion of trip Secure disposal 

5.3 Parental consent form where there has been 
a major incident 

Yes Limitations Act 1980 DoB of pupil involved in the incident plus 25 Secure disposal 
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6. FINANCIAL MANAGEMENT, CONTRACTS, PAY AND PENSIONS  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

FILE FILE DESCRIPTION DATA 
PROTECTION 

ISSUE 

STATUTORY 
PROVISION 

MINIMUM RETENTION PERIOD DISPOSAL 
METHOD 

6.1 Employers Liability Insurance Certificate No  Closure of the school plus 40 years Disposal 

6.2 Inventories of furniture and equipment No  Current year plus 6 Disposal 

6.3 Burglary, theft and vandalism reports and related 
paperwork 

No  Current year plus 6 Disposal 

6.4 Annual Accounts No  Current year plus 6 Disposal 

6.5 All records relating to the creation and 
management of budgets 

No  Life of budget plus 3 Secure Disposal 

6.6 All records relating to procurement including 
invoices, receipts, order books, requisitions, 
delivery notices etc. 

No  Current financial year plus 6 Secure Disposal 

6.7 Records relating to collection and banking of 
monies 

No  Current financial year plus 6 Secure Disposal 

6.8 Records relating to the identification and 
collection of debt 

No  Current financial year plus 6 Secure Disposal 

6.9 All records relating to the management of 
contracts under signature (i.e. contracts tendered 
in accordance with school tender procedures) 

No  Current financial year plus 6 Secure Disposal 

6.1 0 Records relating to the monitoring of contracts No  Current year plus 2 Secure Disposal 

6.11 School Fund, cheque books, ledger, invoices, 
receipts, bank statements etc. 

No  Current financial year plus 6 Secure Disposal 

6.12 Free School Meals eligibility registers Yes  Current financial year plus 6 Secure Disposal 

6.13 Individual pay and pensions records Yes  Termination of employment plus 6 Secure Disposal 

6.14 Maternity pay records Yes Statutory Maternity 
Pay Regulations 

1986 

Current year plus 3 Secure disposal 
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7. PROPRTY MANAGEMENT  

FILE FILE DESCRIPTION DATA 
PROTECTION 

ISSUE 

STATUTORY 
PROVISION 

MINIMUM RETENTION PERIOD DISPOSAL 
METHOD 

7.1 Title deeds No  Permanent  

7.2 Plans of property owned by the school No  Permanent  

7.3 Leases No  Expiry of lease plus 6  

7.4 Lettings records No  Current financial year plus 6  

7.5 Maintenance records No  Current financial year plus 6  
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ANNEX 4 
 

USE OF CCTV IN SCHOOLS  
 
CCTV is used in Trust schools as part of their security arrangements. There is CCTV in a 
number of areas both internal and external. CCTV footage is stored on the school’s network 
and can be used as part of any investigation into incidents between students or between 
students and staff and in the event of incidents involving intruders and/or members of the 
public. There are notices around schools indicating that there are CCTV cameras in place 
and CCTV footage is provided to statutory bodies including the police, social services and/or 
the courts/tribunals if required.  
 
Statutory Framework  
 
Under the Protection of Freedoms Act 2012 the processing of personal data captured by 
CCTV systems (including images identifying individuals) is governed by the Data Protection 
Act and the Information Commissioner’s Office (ICO) has issued a code of practice on 
compliance with legal obligations under that Act which will be used where there are any 
issues arising relating to the use of the cameras themselves or the CCTV footage obtained 
from them. .   
 
The school uses CCTV equipment to provide a safer, more secure environment for pupils 
and staff and to prevent bullying, vandalism and theft. Essentially it is used for: 
 

 the prevention, investigation and detection of crime 

 to ensure a safe and secure environment for students and staff in the context of each 
school’s behaviour policies  

 the apprehension and prosecution of offenders (including use of images as evidence 
in criminal proceedings). 

 safeguarding public, pupil and staff safety. 

 monitoring the security of the site. 
 
Location 
 
Cameras are located in areas where the school has identified a need and where other 
solutions are ineffective. The school’s CCTV system is used solely for purposes(s) identified 
above and is not used to routinely monitor staff conduct. Cameras will only be used in 
exceptional circumstances in areas where the subject has a heightened expectation of 
privacy e.g. changing rooms or toilet lobby areas. In these areas, the school will use 
increased signage in order that those under surveillance are fully aware of its use. 
 
Identification 
 
In areas where CCTV is used the school will ensure that there are prominent signs placed at 
both the entrance of the CCTV zone and within the controlled area. Signage will be clearly 
visible. 
 
Administration 
 
The data controller, currently the Governance Professional, has responsibility for the control 
of images and deciding how the CCTV system is used, in conjunction with the Principal(s) 
and Designated Safeguarding Lead.  
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All operators and employees with access to images are aware of the procedures that need to 
be followed when accessing the recorded images. All operators are trained in their 
responsibilities under the CCTV Code of Practice. Access to recorded images is restricted to 
staff that need to have access in order to achieve the purpose of using the equipment. All 
operators are aware of the restrictions in relation to access to, and disclosure of, recorded 
images. Under the Schools (Specification and Disposal of Articles) Regulations 2013, school 
staff can view CCTV footage in order to make a decision as to whether to search a pupil for 
an item. If the recorded footage reveals that theft has been committed by a member of staff, 
this evidence may be used in a disciplinary case. 
 
Image storage, viewing and retention 
 
Recorded images will be stored in a way that ensures the integrity of the image and in a way 
that allows specific times and dates to be identified. Access to live images is restricted to the 
CCTV operator and other designated personnel who are taken to include any member of the 
Leadership Team together with any Head of Year or in their absence Deputy Head of Year.  
 
Recorded images can only be viewed in a restricted area by approved staff (see above)  
 
The school reserves the right to use images captured on CCTV where there is activity that 
the school cannot be expected to ignore such as students involved in potential breaches of 
the school’s Behaviour Policy, criminal activity, potential gross misconduct, or behaviour 
which puts others at risk. Images retained for evidential purposes will be retained in a locked 
area accessible by the system administrator only. Where images are retained, the system 
administrator will ensure the reason for its retention is recorded, where it is kept, any use 
made of the images and finally when it is destroyed. 
 
Neither the Data Protection Act nor the Information and Records Management Society 
prescribe any specific minimum or maximum periods which apply to CCTV recorded images. 
The school ensures that images are not retained for longer than is necessary. Once the 
retention period has expired, the images are removed or erased. 
 
Disclosure 
 
Disclosure of the recorded images to third parties can only be authorised by the data 
controller. 
Disclosure will only be granted: 
 

 If its release does not contravene the data protection rights of any other individuals 
included in those images 

 If there is an overriding legal obligation  
 
If access or disclosure is denied, the reason is documented. 
 
Subject access requests 
 
Individuals whose images are recorded have a right to view images of themselves and, 
unless they agree otherwise, to be provided with a copy of the images. Refusal to disclose 
images may be appropriate where its release could: 
 

 cause substantial and unwarranted damage to that individual. 

 enable others to be identified from the same footage, thus resulting in a breach of 
privacy laws surrounding the other individual (see above)  

 lead to automated decisions from being taken in relation to that individual. 
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For further information on arrangements for responding to Subject Access Requests see 
Annex 5.  
 
Monitoring and evaluation 
 
Schools undertake regular audits to ensure that the use of CCTV continues to be justified. 
The audit includes a review of: 
 

 Its stated purpose. 

 The location of recording devices. 

 The images recently retained and the use to which they’ve been put. 

 Storage length.  

These reports are considered by the Board of Directors as and when this policy is reviewed.  
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Annex 5 
 

ARRANGEMENTS FOR RESPONDING TO SUBJECT ACCESS REQUESTS  

 
Context  
 
The UK General Data Protection Regulations (GDPR) gives individuals the right to request 
access to the information the Trust holds on them in its schools. The following arrangements 
describe how the Trust will respond to a Subject Access Request (SAR).  
 
What is a Subject Access Request (SAR) 
 
Individuals have a right to access (or request someone to access on their behalf) the 
personal data the Trust holds about them. The purpose of this right of access is to allow 
individuals to be aware of, and verify the lawfulness of, how the Trust is processing their 
data.  
 
Timescale for responding to a SAR request  
 
The Trust is committed to responding as soon as possible to SAR, although in practice it is 
likely that the statutory timeframe of one calendar month will generally be needed. The 
calendar month is taken as starting on  
 

 The date of the request, or 

 The date on which any information the Trust may have needed to request to confirm 
the identity of the person making the request has been received; and  

 The fee (in circumstances where a fee is payable – see further below) 
 

If the request is complex or the Trust receives several requests from the same person, there 
is an extension that can be applied which provides the Trust with a further two calendar 
months in which to comply. Where this is the case, the individual making the request must be 
informed within the initial one month deadline with an explanation as to why the extension is 
necessary.  
 
The one month deadline can be difficult where the Trust receives a SAR shortly before or 
during a period of closure, and particularly so where the closure is for the summer holidays. It 
is incumbent on the Trust to try and put in place arrangements to ensure that SARs requests 
can be fulfilled outside of term time. The Data Protection Officer (DPO) will usually be 
employed on a full time all year round contract. However, the DPO may be physically unable 
to process the request alone, depending on its scope and complexity. The Trust works on the 
basis that it is legitimate to extend the response time on the basis of complexity if the request 
involves a large amount of data held individually by different staff members who are 
unavailable, or where finding the data will require more staff than there are available, or 
where the data is held in documents dating back over many years.   
 
Circumstances where a fee may be chargeable 
 
Information must be provided free of charge unless:  
 

 The request is ‘manifestly unfounded or excessive’ in which case a fee can be 

charged or the Trust may refuse to comply with the request (see further below) 

 The individual requests further copies of their data following a request.  

In these cases, the Trust will charge a ‘reasonable fee’ to cover any associated 
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administrative costs such as those involved in locating, retrieving, extracting, providing and 
communicating the information. Overlapping costs in these categories can only be charged 
once. A reasonable fee will be taken to include photocopying, printing and postage costs, 
equipment and supplies (discs, USB devices etc), as well as staff time.  
 
How the DPO will respond to a SAR  
 
The DPO may need to verify the identity of the requester before accepting the SAR. There 
may also be a need to clarify exactly which information categories and/or processing 
activities the request relates to. This should be done as quickly as possible, with any 
conversations about the scope of a request recorded. The one month time limit pauses 
during a period of clarification.  
 
It will not be necessary to seek clarification on every request and this process should only be 
used where there is a genuine need for clarification in order to respond to the request, or 
where the Trust processes a large amount of information about an individual.  
 
The DPO needs to be sure of the identity of the individual requesting the information and the 
data that is held in relation to that individual. Where it is necessary to seek confirmation of 
identity, a record must be kept of which documents have been provided, who verified them 
and the date on which they were verified.  
 
The DPO will lot the details and deadline for the SAR request.  
 
If the requester makes the request electronically, the Trust will provide the information in a 
commonly used electronic format.  
 
Requests from parents/carers for their children’s data  
 
A parent does not have an automatic right to information held about their child. The right 
belongs to the child and the parent acts on their behalf, providing the parent has Parental 
Responsibility. Once the child reaches sufficient maturity, the child can exercise their own 
right, and the parent must act with the child’s consent. The council will need to consider 
whether the child has the competence to understand and consent for themselves (the ‘Gillick 
competence test’).  
 
Where parents have separated, consideration should be given to the ‘best interests’ of the 
child in releasing information to the requesting parent. In England and Wales, the age at 
which the child reaches sufficient maturity is judged to be the age of 12, but this may vary 
according to factors particular to that child.  
 
When determining if a child is able to understand the nature of a SAR and to understand the 
information provided the Trust will take into account all relevant factors, including: 
 

 the child’s level of maturity and their ability to make decisions like this; 

 the nature of the personal data;  

 any court orders relating to parental access or responsibility that may apply; 

 any duty of confidentiality owed to the child or young person;  

 any consequences of allowing those with parental responsibility access to 
the child’s or young person’s information. This is particularly important if 
there have been allegations of abuse or ill treatment; 

 any detriment to the child or young person if individuals with parental 
responsibility cannot access this information; and  

 any views the child or young person has on whether their parents should 
have access to information about them. 
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Refusing a SAR request  
 
A SAR request can be refused on the following grounds:  
 

 It is ‘manifestly unfounded’ 

 It is ‘excessive’ 

 There is a concern that sharing the data would cause ‘serious harm’ 

 The information requested inextricably includes other peoples personal data  

 Other exemptions (see further below) 

If a decision is taken to refuse a SAR request, the following steps will be followed:  
 

 A response will be provided within one month to the requester, with an explanation as 

to why the request is being refused.  

 Inform the requester that they have a right to complain to the ICO 

 Inform the requester that they can seek to enforce their subject access requests 

through the courts  

Requests that may be classified as ‘manifestly unfounded’ or ‘excessive’ 
 
There is a high threshold for relying on the manifestly unfounded or excessive provisions and 
this will be interpreted broadly by reference to other factors. The Trust is not required to 
prove that a request is either manifestly unfounded or excessive, providing it can show that 
the provision generally applies in the circumstances with reference to those other factors.  
 
Where a SAR is clearly or obviously unreasonable, for example it largely repeats a previous 
request or requests and no reasonable interval has elapsed, the Trust will consider whether 
the request is manifestly excessive with a view to refusing to provide information that has 
previously been provided.  
 
A SAR may be manifestly unfounded when a requestor targets a Trust employee against 
whom they have a personal grudge or systematically and regularly submits a number of 
SARs in order to cause disruption to the Trust and/or any of its schools. In these 
circumstances the Trust may determine that the request is manifestly unfounded and refuse 
to provide the requested information or charge the requester a reasonable fee (see above).  
 
Where a decision on this issue is required by the Trust the following principles will be 
observed:  
 

 Each request will be reviewed on its own merits 

 A request will not be considered manifestly unfounded or excessive simply because 

the requester has previously submitted a request that has been classified in this way 

 Where a decision is made in this regard, the justification for that decision will be 

articulated clearly to the requester, and if necessary also to the ICO. 

Factors considered may include whether there have been a number of SAR requests 
covering similar grounds over time, whether there have been FOI requests covering the 
same ground, whether there have been persistent complaints falling within scope of the SAR 
and or FOI requests.  
 
Having reached a decision to refuse a SAR on these grounds the Trust will provide evidence 
to indicate that the SAR represents a pattern of behaviour that supports the view that the 
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requester has  
 

 sought the information for a purpose or purposes other than to exercise the right of 

access; and or 

 the requesters’ behaviour forms a pattern of unreasonably repetitive or malicious 

behaviour.  

 
Requests for data where sharing could potential cause ‘serious harm’ 
 
Where the Trust believes that ‘serious harm’ to the physical or mental health of any individual 
could be caused through the sharing of certain categories of data then the request will be 
refused. This includes education data and social work data which can in these circumstances 
we withheld from a requester with parental responsibility. There sharing child abuse data 
would ‘not be in the best interests’ of the child, this data will also be withheld. Health data 
should not be shared unless the Trust has been told by an appropriate health professional, 
within the six months preceding the access request, that the serious harm test is not met. 
Before releasing such data the Trust will re-consult with the appropriate health professional 
before taking any decision in relation to the release of this data.  
 
Requests where the information includes other people’s data 
 
Information that includes other people’s data will not be shared unless the other individual 
has consented to the disclosure or where it is ‘reasonable’ to comply with the request without 
such consent. The decision on reasonableness will be take account of:  
 

 the type of information that would be disclosed 

 any duty of confidentiality owed to the other individual 

 the steps taken to seek consent from the other individual 

 whether the other individual is capable of giving consent  

 whether there is an express refusal of consent in place. 

 
The Trust will also consider whether information can be redacted or the format of data 
changed so that other individuals data can be anonymised.  
 
Other exemptions 
 
Other circumstances in which the Trust may refuse disclosure include where disclosure 
would be likely to prejudice the prevention or detection of a crime or the apprehension and 
prosecution of offenders, if disclosure would prejudice the maintenance of effective 
immigration control and legal professional privilege. Other exemptions can also include 
management forecasts such as redundancy/re-structure planning, confidential references. 
There is also an exemption around pupils’ exam scripts. These are complex and are the 
subject of separate guidance from the ICO. 
 
 

 
 

 


